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Aims
• Disguise genotypes of individuals (rows)

• Preserve relationships between columns:

• phenotype vs genotypes – association, heritability
• genotypes vs genotypes - linkage disequilibrium

A           Unencrypted Dosage Matrix

y G

B           Encrypted Dosage Matrix
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C           Genotype Dosages D           Encrypted Dosages
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Study1

Study2

Study3

Plaintext

Ciphertext}
Same Quantitative 

Genetics 

Homomorphic Genotype Encryption



q1

q2
phenotype y

SNP genotype g1

SNP genotype g2

cos q1 > cos q2

Homomorphic Genotype Encryption
• Disguise genotypes of individuals (rows)

• Preserve relationships between columns:

• phenotype vs genotypes – association, heritability
• genotypes vs genotypes - linkage disequilibrium
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(A) Cor of plaintext and ciphertext dosages
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Sharing Federated Transformed Genotype Data Sets 
 
Suppose we wish to perform a federated mega-analysis on several genotype and phenotype 
sets. We assume that each set has first been imputed onto a common set of SNPs which are 
ordered consistently across data sets. Similarly, any covariates must be consistently defined 
and ordered across sets. Within each data set e? , with -? , subjects, an independent, private, 
orthogonal transformation is made using an -? × -? orthogonal matrix (@ sampled at 
random to generate transformed data e?((@)as above. We combine the shared 
transformed data by stacking them top of each other. Thus, for three sets we have: 
 

e(5, _A, ^A,`A) = é
e(_), ^),`))
e(_*, ^*,`*)
e(_*, ^B,`B)

è = ê
_) ^) `)
_* ^* `*
_* ^B `B
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ë

= í
() 0 0
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ì ê
!) <) 8)
!* <* 8*
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ë = e((A, !A, <A, 8A) (22)
 

     
 
where the subscript Ü denotes the combined data and where the individual orthogonal 
matrices have been combined in a block-diagonal manner: 
 

(A = í
() î î
î (* î
î î (B

ì (23) 

 
(A is orthogonal ∑ -? ×? ∑ -??  and hence the combined data can be analysed as if it were a 
single untransformed data set that had been encrypted using (A. However, in reality each 
laboratory contributing a dataset e? independently encrypts their data using their private 
key (@ before sharing it.  
 
Similarly, a dataset could also be subdivided into subsets (e.g. into male vs female subjects) 
and each part encrypted separately so that sub-analyses could be performed, and the 
subsets distributed separately. We emphasise that for federated analysis to work, it is 
necessary for the parties to agree in advance on a common set of SNPs and covariates.  
 
Removing Duplicates and Close Relatives: Dual Encryption 
 
One potential difficulty when sharing encrypted data is the possibility of duplicates or close 
relatives occurring in different cohorts. Because HEGP disguises genetic relationships it 
would not be possible to identify duplicates in the shared ciphertexts. Whilst there are 
simple practical ways of eliminating individuals with identical IDs in different studies (eg first 
sharing the hashes of their sample IDs) or with identical genotypes at a small set of test 
SNPs (by sharing hashes of their genotype vectors), these methods would fail if the IDs were 
different or if the test genotypes differed even slightly (as might happen if the same samples 
were genotyped twice).  

Federated Mega Analysis



Summary

• Orthogonal Transformations map plaintext genotypes to cyphertext
• Preserves Genetic Association estimates, p-values, heritability
• Works  for mixed models to control for unequal relatedness
• Its security is presented as a challenge to the community

• Decrypting N individuals requires finding NxN orthogonal matrix key
• N(N-1)/2 free parameters: (e.g. N=10k implies 50M parameters)
• We don’t know if decryption is possible, but it is certainly hard.
• Can you find a way to decrypt? 

• BioRXiv https://doi.org/10.1101/2020.04.02.021865
• Paper accepted for publication in Genetics
• https://github.com/encryption4genetics

https://doi.org/10.1101/2020.04.02.021865
https://github.com/encryption4genetics
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