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Homomorphic Genotype Encryption
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Homomorphic Genotype Encryption

* Disguise genotypes of individuals (rows)

* Preserve relationships between columns:

* phenotype vs genotypes — association, heritability
e genotypes vs genotypes - linkage disequilibrium
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GWAS p-values are unchanged

GWAS for Platelet levels in 2000 outbred mice

logP plaintext

logP ciphertext

Plaintext h2=0.0253
Ciphertext h? =0.0250



Random Correlations of plaintext vs ciphertext

Pearson Correlations of plaintext and ciphertext  Z-transformed Pearson Correlations
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summary

Orthogonal Transformations map plaintext genotypes to cyphertext
Preserves Genetic Association estimates, p-values, heritability
Works for mixed models to control for unequal relatedness

Its security is presented as a challenge to the community
* Decrypting N individuals requires finding NxN orthogonal matrix key
* N(N-1)/2 free parameters: (e.g. N=10k implies 50M parameters)
* We don’t know if decryption is possible, but it is certainly hard.
e Canyou find a way to decrypt?
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